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Introduction

At last month’s CN1 meeting (CN1#34) the CR in N1-041044 was agreed and now, implemented in TS 24.234 v1.4.1. This CR mandates the storage of both pseudonym and re-authentication identity on USIM.

The originators of this CR believe that storing the pseudonym on USIM is a good thing to do, but storing of re-authentication ID to USIM does not add security, but rather stretches the fast re-authentication concept further than the procedure was intended to be used.

· Both pseudonym and re-authentication identity are generated as some form of encrypted IMSI and the mechanism and algorithm to do so is ‘exactly’ the same. However, their meaning is different. Pseudonym is a temporary identity that can be used to protects the user’s permanent identity, IMSI. Re-authentication identity is a token that indicates to the network that the UE has successfully passed the previous authentication and the UE proposes running the fast re-authentication procedure.
· Knowledge of the pseudonym used upon full authentication does not allow an adversary to perform any authentication exchanges. The pseudonym is sensitive only with regard to subscriber identity privacy.
· In order to provide subscriber identity privacy, the UE should remember the pseudonym used upon full authentication across reboots. The pseudonym should also be stored in the UICC so that it will be available if the UICC is moved to a new ME.
· The sending of re-authentication identity depends on whether (fast) re-authentication is enabled as specified in TS 33.2234.

· The re-authentication feature means an EAP authentication process is repeated periodically. The usage of the re-authentication feature is optional in the 3GPP AAA server and depends on operator’s policies. If re-authentication is enabled, the re-authentication can be full or fast. Full re-authentication requires that the WLAN UE sends pseudonym or permanent IMSI-based identity. Re-authentication ID, master key and re-authentication counter are not used in full (re-)authentication  
· Fast re-authentication requires that the WLAN UE sends re-authentication identity. Fast re-authentication requires that the UE has stored the re-authentication ID, master key and re-authentication counter from the previous authentication. This fast re-authentication information is more sensitive than the pseudonym because knowledge of this information would allow an adversary to perform the fast re-authentication exchange. Fast re-authentication does not involve USIM and HLR at all, so the network receives no proof of USIM being present.

· The criteria for deleting both the pseudonym and re-authentication ID (and Master Key and Counter) in case of no USIM field is missing in the existing text.

· Additionally to this an ambiguity in the condition “and/or” is corrected.

Proposal

It is proposed to agree the following changes to incorporate them into TS 24.234.

6.1.1.2.2 
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE. 

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in subclause 6.1.1.3.2

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication.

If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in TS 33.234 [5]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success message), the WLAN UE shall consider the new temporary identity(ies) as valid. 

The WLAN UE after successful EAP authentication shall take the following actions: 

· If the "Pseudonym" data file is available in the USIM, the WLAN UE shall store in the USIM the new received pseudonym and overwrite any previously stored pseudonym. If the “Pseudonym” data file is not available, then the WLAN UE shall overwrite any previously stored pseudonym and store the received pseudonym in the ME memory.
· If re-authentication identity was received, the WLAN UE shall  overwrite any previously stored re-authentication identity, Master Key and Counter value and store the new values in the ME memory until the next switch-off.
· 
Re-authentication identities are one-time identities. If the WLAN UE does not receive a new re-authentication identity, the WLAN UE shall delete the re-authentication identity stored in the USIM/ME (i.e. the re-authentication username field must be set to the "deleted" value to indicate no valid re-authentication identity exists as specified in TS 23.003 [1A]). When the re-authentication identity stored in the USIM/ME indicates the "deleted" value in the username part, the WLAN UE shall consider the re-authentication identity as invalid and shall not send re-authentication identity at the  next EAP authentication. 

Editor’s note: The re-authentication identity format and the "deleted" value, which indicates the case when no valid re-authentication identity exists in the UE, requires definition in TS 23.003 [1A].
Upon reception of an EAP-Request/Identity message, the WLAN UE shall take one of the following actions depending on the presence of the temporary identity(ies):

· If valid re-authentication identity is available, the WLAN UE shall use the re-authentication identity at the next EAP authentication. If not, then

· If pseudonym is available, the WLAN UE shall use the pseudonym at the next EAP authentication. If not, then

· The WLAN UE shall use the permanent IMSI-based identity at the next EAP authentication.

6.1.1.2 
UE procedures

6.1.1.2.1 
User Identity Privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE. 

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in subclause 6.1.1.3.1. 

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication.

If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in TS 33.234 [17]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success), the WLAN UE shall consider the new temporary identity(ies) as valid. 

The WLAN UE after successful EAP authentication shall store the new temporary identity(ies) and overwrite any previously stored temporary identity(ies). In case when re-authentication identity was received, the WLAN UE shall also store the Master Key and Counter value and overwrite any previously stored Master Key and Counter value.

-
If the "Pseudonym" data file is available in the USIM, the WLAN UE shall store in the USIM the new received pseudonym and overwrite any previously stored  pseudonym. If the “Pseudonym” data file is not available in the USIM, then the WLAN UE shall overwrite any previously stored pseudonym and store the received pseudonym in the ME memory until the next switch-off.
-
In case when re-authentication identity was received, the WLAN UE shall  overwrite any previously stored re-authentication identity, Master Key and Counter value and store the new values in the ME memory until the next switch-off.
· 

Re-authentication identities are one-time identities. If the WLAN UE does not receive a new re-authentication identity, the WLAN UE shall delete the re-authentication identity stored in the USIM/ME (i.e. the re-authentication username field must be set to the "deleted" value to indicate no valid re-authentication identity exists as specified in TS 23.003 [1A]). When the re-authentication identity stored in the USIM/ME indicates the "deleted" value in the username part, the WLAN UE shall not send re-authentication identity in next EAP authentication. 

Editor’s note: The re-authentication identity format and the "deleted" value, which indicates the case when no valid re-authentication identity exists in the UE, require definition in TS 23.003 [1A].
Upon reception of an EAP-Request/Identity message, the WLAN UE shall take one of the following actions depending on the presence of the temporary identity(ies):

· If re-authentication identity is available, the WLAN UE shall use the re-authentication identity in the next EAP authentication. If not, then

· If pseudonym is available, the WLAN UE shall use the pseudonym in the next EAP authentication. If not, then

· The WLAN UE shall use the permanent IMSI-based identity in the next EAP authentication.

/* End of change */

